Abstract-Reputation systems can be used to provide incentives for cooperation among participants of peer-to-peer networks. In this paper, a survey of such systems is first provided. We then focus on content distribution networks that have honest but rationally selfish users. A reputation framework is proposed that, for special cases, can be proved to converge in mean to "reveal" the true propensity of peer nodes to cooperate. Based on this framework a game is designed in which users play to maximize the files received from the system by adjusting their cooperation level and gaining a better reputation as a result.
I. INTRODUCTION
Peer-to-peer (P2P) overlay systems have been proposed to address a variety of problems and enable new applications. The attraction of these systems, when compared to client/server frameworks, is in their robustness, reliability and cost efficiency. They have been proposed to feasibly implement new network protocols, e.g., routing [17] , [27] (BGP), DNS, and/or quality-of-service management [46] (including wireless ad hoc networking contexts). In addition, communication applications (instant messaging, and voice-over-IP (VoIP) like Skype), distributed computation (e.g., seti@home), and even collaborative anomaly or intrusion detection systems (IDSs) are being implemented P2P. The focus of this paper is in the context of P2P content distribution networks (CDNs), i.e., file sharing systems [9] , [6] .
The modern P2P systems need to deal with selfish (a.k.a. "leechers" or "free-riders") or malicious users 1 [19] , [21] , [12] , P2P worms [7] , [3] , Byzantine faults and Sybil attacks [14] , Eclipse attacks [44] , [45] , flashcrowds, etc. Some of these problems are particularly challenging for large-scale, peerto-peer systems. Reputation systems have been proposed to address some of these issues. For example, in the contexts of routing/forwarding in multihop wireless ad-hoc communication networks or P2P CDNs, a goal of reputation systems is to provide incentives for future "contributive" cooperation (resource sharing) by all peer nodes that presently benefit; such cooperation is vital to the efficient operation of the system. In certain electronic commerce networks, such as eBay [2] , reputations are used to help "secure" individual transactions, i.e., create incentives for users to act responsibly when bidding on or selling merchandise. Both improving performance and reducing implementation costs of reputation systems are challenging typically because of the scale and distributed nature of the networks in which they are deployed.
Performance issues include robustness in the presence of malicious and selfish users (acting alone or with collusion with others) target the reputation system itself by, e.g., lying about their own reputation 2 or that of others when polled (such as badmouthing). A detailed description of different attacks on reputation systems can be found in [23] . In general, if no incentives for cooperation are present, the existence of rationally selfish users will diminish the performance of the P2P system [20] . Incentives are typically cumulative in nature in that sustained cooperation on a transaction-by-transaction basis yields significant rewards. These rewards may be explicitly financial (as in the case of micropayments [32] , [43] ) or reputational in nature where reputations, in some cases, may have implicit financial associations such as in eBay. For example, an eBay seller with a high reputation 3 may garner more and higher bids for their merchandise; also, sellers may reject the bids of buyers with low reputations (or a low percentage of positive feedback). The point of such reputation systems in this context is to promote responsible bidding by potential buyers, accurate representation of merchandise by sellers, and prompt followthrough by both after the auction concludes. Alternatively, incentives could be "rule based," as in the case of Bit-Torrent [1], [38] , [16] where a specific amount of upload (cooperation) is typically 4 required before each download, i.e., incentives are on a transaction-by-transaction basis.
In summary for incentives that are cumulative in nature, the users need to perform a series of contributive transactions in order to receive better service at a later time. The higher the number of successful uploads, the better the service received from others, as in Kazaa [4] . The focus of this paper is to develop a novel reputation framework, in which in the absence of misrepresentation of the reputation values, can reveal the propensity to cooperate of the peers. This reputation system is essentially a cumulative incentive mechanism that tries to encourage cooperation among rationally selfish users. Related work on incentives is surveyed in section II.
The rest of the paper is organized as follows. In section III, an incentive-compatible convergence result for a proposed cumulative reputation system is given; we note that the convergence theorem holds only for a special case. Section concludes with survey of some techniques used to scale and secure the reputation system itself. In section III-G, a simple game model is introduced wherein peers are encouraged by the reputation system to adjust their "propensities to cooperate" in order to receive a certain level of satisfaction (downloading transactions success) from the P2P CDN. We conclude in section IV with a brief summary.
II. RELATED WORK ON INCENTIVE MECHANISMS
As mentioned above, free riding (the behavior of the selfish users who benefit from communal resources but do not cooperate by sharing theirs') has been shown to cause performance degradation in P2P networks [20] , [39] , [47] , [8] . Specifically, that nearly 70% of Gnutella clients do not share any files and that 1% of the peers return 50% of the responses [8] . Such P2P dynamics are similar to those of "public good" in economics [11] , [26] , where in the absence of external incentives, the phenomenon of "tragedy of the commons" [22] occurs; consumers only consider maximizing their own utility when making consumption decisions resulting in overall decrease in public utility. This section focuses on related work on incentive mechanisms to avoid such phenomena, with emphasis on those using reputation systems.
In [10] , authors propose and compare several economic incentive mechanisms for P2P networks. These transaction-bytransaction incentives are implicitly formed either as a result of monetary compensation or contribution rules. The rules force the peers to share some of their resources while compensations are obtained by the peers upon their contributions. One drawback to rule-based approaches is that, if enforced in a distributed manner, the rules are prone to illegitimate manipulations by the client (requesting) peer. Also, a central entity is required to govern transactions and the monetary benefit associated with them (just as with the micropayments approach [32] , [43] ). In [18] [29] [30] , peers play a game in hopes of maximizing their own utility (their "cumulative contribution" acts as a reputation). The game is designed so that the peers need to maintain a level of cooperation in sharing their bandwidth resources for an equilibrium to exist.
eBay provides a centralized reputation server through which peers rate each other after each transaction [41] , [42] . The ratings for last 6 months are used to compute the overall reputation of a peer. Prior to each transaction the nodes could retrieve the reputation ranking of their peers in order to make prudent decisions. This centralized approach indirectly provides incentive to cooperate. The incentive to cooperate is indirectly provided by the reputation ranking mechanism. As mentioned above, this is a centralized reputation approach. In Kazaa, the reputation of each peer is distributed in the clients. Upon logging in, the reputation of the node is introduced to the system. A centralized approach to Kazaa reputations would create bottleneck at the reputation server in this large-scale network. This fully decentralized approach can be subverted as seen in Kazaa Lite [5] . In the case of Kazaa, its client was cracked and a Kazaa Lite client was made available that permits the client peer to falsely report its own reputation.
A system is introduced in [13] in which each peer maintains reputation and trust ratings for a selected number of peers. The reputation of a peer is, again, a measure of how he/she has conducted transactions in the past and the trustworthiness of a peer is an indicator of how much the reputation information of others received from that peer can be relied on. From time to time, peers advertise their local reputation ratings of others to help modify the reputation information stored at other peers. Through a Bayesian approach users decide whether or not the second hand reputation information should be accepted to modify local information. Trust ratings are updated upon receiving the second hand information and comparing them to prior reputation ratings.
In [31] , the authors explore a similar approach with a focus on using reputation rankings to isolate malicious users. The resource providers are chosen based on their reputation levels in the system and the reputation of others is maintained at a peer both based on previous interactions (first hand information) and the advertised information from others (second hand information). A weighted selection procedure is used to modify reputation ratings. Their mechanism, however, requires a parallel download from several providers to examine the validity of the resource before locally deciding on the ratings. This could potentially introduce too much overhead which would, in turn, result in inefficient use of network resources.
An incentive mechanism is introduced In [28] where the resources are distributed among the nodes based on their utility functions, connection types and reputations. The more a node shares resources, the higher its reputation and the better the service it receives from other nodes. Similarly in [48] , in the reputation mechanism (for large peer-to-peer systems) the rankings are directly related to the quality of service of the peers. The paper also discusses aggregation of the rankings through referrals and defense against misrepresented ratings by weighted majority techniques.
The authors of [36] explore a partially decentralized reputation system in which both the requesters and the providers are selected based on their reputation rankings. enforcement of a reputation-based policy that enables providers to choose among several simultaneous requesters based on their reputation ratings. This encourages peers to enhance their reputations in order to receive desired services. Similar to other approaches, the provider is also selected by the requester based on the reputation ratings. The mechanism is introduced in a partially decentralized setting; some peers are responsible for holding and advertising the reputations of others based on a hash function, and the peers are assumed to advertise the reputations truthfully using techniques described in [37] . The authors also analyze network efficiency for combinations of provider selection methods (such as highest reputation, comparable reputation or black list) and requester selection policies (such as highest reputation and probabilistic reputation).
EigenTrust [24] , is one of the initial proposals on aggregated reputation rankings that was originally designed to decrease the number of inauthentic files in P2P sharing network and to isolate malicious users. A unique global value is assigned to a peer and is updated by normalizing and aggregating local trust values from other peers. The local trust values of the "acquaintances" of a peer requesting reputation values are aggregated and weighted based on the trust the peer has in them (the more trustworthy the node, the more reliable the reputation of others advertised by the node).The authors propose a distributed iterative algorithm that calculates a global trust vector at each node which are then used for both isolating malicious users and to create incentives for the peers by rewarding them. The reward could be in forms of increased connectivity to other reputable peers or increased bandwidth. In [25] , authors further show that these incentives reward cooperative peers and give new peers a fair opportunity to cooperate.
Finally the authors of [35] , introduce two incentive based mechanisms one considering storage as a resource the other bandwidth. Authors also show that playing a game gives incentive to the peers to be honest about their resources.
III. INCENTIVE ARCHITECTURE AND MECHANISM
In this section we present a specific reputation system that in the absence of misrepresentation of the reputation values eventually reveals the true level of cooperativeness in the network. This has also been proved for a special case. Since reputation systems typically rely on referrals, they are vulnerable to attacks such as badmouthing. While the focus of the paper is not to address different attacks on P2P reputation systems but rather to propose a novel reputation model, our reputation system also accounts for deliberate misrepresentations of the reputations by the referred nodes.
A. Model of a "Flat" Reputation System for P2P Networks
Consider a group of N peer nodes that subject one another to queries for, say, files. A query (say from i to j) together with a response (j's response to i's query) form a transaction. For i = j, let R ij be the normalized reputation of peer j from the point of view of peer i, i.e., for all peers i, it will always be the case that j, j =i R ij = 1.
(
As transactions occur, these reputation states will change. In particular, if i queries j and the subsequent response is that j gives i the requested file (i.e., responds positively), then R ij will increase. In the following, a general reputation system model will be described and its ability to "reveal" the propensity of peers to cooperate (respond positively to queries) will be established for a special case.
B. Basic definitions of the reputation system
We begin with a set of definitions. Without consideration of reputation, let π j > 0 be the fixed probability that peer j will respond positively to a query, i.e., j's propensity to cooperate 5 In the following, a sequence of transactions is considered with R ij (n) representing the reputation of j from i's point-ofview after the n th transaction. We assume that transactions are independent so that the (N 2 − N )-vector R of reputation states R ij will be a Markov chain on (Σ N −1 ) N where Σ N −1 is the N -dimensional simplex, see (1). R makes a transition upon the conclusion of each transaction. Let
be the mean reputation of i after the n th transaction and let the response function: G j (π j ,R i ) be the probability that j responds positively to i's query. Generally, response functions G is assumed to have the following properties:
• G is nondecreasing in both arguments, • G(π,R) = 0 and π > 0 implyR = 0, and
So, peer j obtains and averages the reputations R ki from all other peers k and modifies its probability of responding positively accordingly, i.e., a polling/voting system. Now a specific mechanism for updating reputations as a result of transactions will be defined. If the n th transaction involves i querying j, then with probability G j (π j ,R i (n−1)):
for some fixed C > 0, i.e., R ij becomes relatively larger only when the transaction ij succeeds. Note that if (1) holds for R(n − 1), then it will also hold for R(n) under (3). With probability 1 − G j (π j ,R i (n − 1)):
i.e., if the transaction fails, there is no change in the reputation. Note that reputations of peers may (relatively) decrease upon positive transactions that do not involve them. Reputation penalties for unsuccessful transactions can explicitly be incorporated into the above model in a straightforward way. For example, if the n th transaction is ij, the transaction is unsuccessful and R ij (n − 1) ≥ ≥ 0, peer node i could set
for some fixed . Recall that we made an argument dissuading the use of such negative feedback in the introductory section of this paper. Such negative reputation dynamics will not be considered in the following.
C. Modeling the Transaction Process
As mentioned above and reasoned in the introductions, a model of reputation dynamics does not need to consider the circumstances of a failed query. Moreover, we can combine the probability that the a queried peer refuses to comply together with the probability that that peer is not logged onto the peer-to-peer system. That is, let ρ ij be the probability that a transaction involves i querying j so that i j, j =i ρ ij = 1. The quantity ρ ij and/or the quantity π j could also account for the probability that the user j is "on" the system. Thus, we can simplify the analysis of reputation dynamics by not explicitly modeling peer-node arrivals and departures to the reputation system and associated effects on the query resolution system.
We further assume that the successive transaction attempts are independent. With specific regard to content that is extremely popular for a period of time: peer nodes j with such files will experience high query rates (i.e., high ρ ij ).
Rather than attempting to model time-varying parameters ρ ij , we will assume that these parameters are constant and will simply tend to be higher for those nodes j that have highly desirable content. Again, our point in the following analysis is to determine whether the reputation process does indeed reveal the long term (over many transactions) "propensity to cooperate" of the peer nodes.
In the remainder of this paper, we will study the reputation framework described above without consideration of network resources [29] , [30] , [34] ), P2P query resolution [9] , [6] , and dynamic user demand.
D. Mean Reputation Process
For n ≥ 1, we can now directly derive for "complete and honest" polling:
In the first equation of this display, the n th transaction: does not involve i querying in the first term, involves i querying j = i in the second term, and involves i querying k = j in the third term.
E. Convergence of mean reputations for a case of complete and honest polling
In this subsection, assume the common response function G satisfies the following property: there is a strictly positive ε 1 such that, for all 0 ≤ π,R ≤ 1,
Also assume the response function G is separable, i.e.,
G(π,R) = πg(R)
for nondecreasing g. So, by (5), g(0) ≥ ε and g(1) ≤ 1. For example, g(R) ≡ ε +R(1 − ε) or g(R) ≡ max{ε, min{cR, 1}} for some constant c > 1. Note that by arranging the response functions in such a way that are all strictly positive (when π > 0), a new cooperative node with low initial reputation can still obtain content in order to later satisfy queries and increase its reputation. The following result could apply to a system intra-group reputations or a system inter-group reputations as discussed in subsection III-F below. Theorem 1: If G is separable and the statement of (5) holds, then for complete and honest polling (4):
The proof can be found in the appendix. So, the mean reputation ER ij (n) is a consistent estimator of the mean rate ρ ij π j of successful transactions ij. In particular, suppose all possible N (N − 1) queries ij are equally likely (query load perfectly balanced among the peers), i.e., ρ ij = 1/(N 2 − N ) for all i = j. In this case, the theorem implies
where Π −i = j, j =i π j . So, for each peer i, ER ij is proportional to π j in steady state and this reputation system will reveal the propensities to cooperate of the peers.
F. Trust groups for scalability and reliability
In this subsection, we survey well-known techniques for deploying and securing large-scale reputation systems. [23] . Potential attacks on cumulative distributed reputation systems include but, are not limited to, badmouthing and ballot box stuffing which are variations of Byzantine attacks (false reputation referrals and associated collusions).
Similar to [13] , [24] , [31] , [48] , we can account for misrepresentation and subsampling of reputations by using the following instead ofR i in the reputation model:
where the terms λ jki can be used to represent how node k may misrepresent when polled by j for i's reputation, i.e., λ jki ∈ [0, 1/R ki (n)] and misrepresentation occurs when λ jki = 1. The h-function parameters can be used to weight reputation information by the reputation of the pollee 6 [31] . Examples are h(R jk ) ≡ 1{R jk > θ j } and h(R jk ) ≡ R jk 1{R jk > θ j } where θ j ≥ 0 is a reputation threshold that may be used by node j to define "trust." Note that the consistency theorem I can be extended to the more complex situation of equation 6.
Since the terms λ jki h(R jk (n)) ≥ 0 depend on reputations only through R(n), we can generalize the model (4) to account for misrepresentation and subsampling of reputations by replacing in (4) theR i as defined in (2) withR ji as defined in (6). i.e.,
As a special case, we can model federations that are used by peers for feasible and reliable reputation polling (in the presence of both lying and spoofing of reputation referrals), i.e., consider M groups {N m } M m=1 of peers, where
is the set of all N peers and |N m | ≥ 2 for all m. This is modeled by taking
Note that {N m } m=1 need not be a partition, i.e., a single peer j could belong to more than one group. Also note that we clearly need to assume that the denominator of (6) is always strictly positive for all i, j, n. Such local trust repositories can be securely implemented using one of a variety of existing light-weight authentication techniques within each group in a distributed or centralized fashion [12] , [40] , [15] . For example, this could involve a trusted server or "supernode" that maintains reputations and handles polling for the entire group. Obviously, the implicit assumption any "trust" group m (assumed small enough to allow complete sharing of reputation information among its peers) is that, for all appraised nodes i, λ jki ≈ 1 for all nodes j, k ∈ N m . finally we consider an example of attacks targeting the P2P CDN itself, not just reputation systems, namely Sybil attacks [14] wherein one end-user employs many different identities. A typical solution to Sybil attacks involves a centralized registration server that authenticates a unique identifier upon registration for each peer. If authenticated reputations are based only on positive feedback and reputation referrals occur only among trusted peers, then multiple identities will dilute the reputation of the end-user thereby providing a natural disincentive for Sybil attacks. The effect of Sybil attacks would then be contained within their trust groups.
G. A simple game model
We now briefly describe a simple game model in which peers file-swap and adjust their reputation estimates. In addition, they may modify their own cooperation level. The game is organized into rounds where, in each round, peer nodes request files from each other. Whether the requestee (server peer of a transaction) grants or denies a request is based on the requestee's cooperation level and the requester's (client peer's) reputation ranking in the system. Upon a successful transaction, the requester increases the requestee's reputation level as described above.
All peers are engaged in number of transactions in any given round. At the end of a round, peers evaluate their success rate (number of successfully received files versus the number of requested files) for the current round. If a peer's ratio is above a threshold (the peer's "satisfaction" level), they reduce their cooperation level π to conserve resources (uplink bandwidth in particular [29] , [30] , [34] ); otherwise, they become more cooperative in the hopes of receiving better service in the future rounds through improved reputation.
More specifically, the reputation system can be set-up in different ways. For example, a non-hierarchical (flat) framework can be used where transactions between any two nodes depend on the individual reputations of the nodes via the mean reputation of the requestee assuming all other nodes are polled. Alternatively, a hierarchical framework in which the nodes are arranged in (trust) groups can be used: the intragroup transactions occur as in the first phase (with only intragroup polling), and the inter-group transactions involve group reputations instead of the individual ones.
In the simulation study described in [33] , we showed how the reputation system encouraged all peers to cooperate to receive better service. We also showed how different satisfaction levels impacted peers' decisions to cooperate. In both hierarchical and non-hierarchical reputation framework, as expected from the theorem in section III-E, the simulation results showed that the reputation values of a node converged to the nodes propensity to cooperate. When reputation values were misrepresented by some peers, a corresponding reduction in successful transactions by the "victimized" client peers was observed, compared to previous experiments assuming completely honest reporting. This study also showed that peers with medium to high expectations were encouraged by the reputation system to increase their propensities to cooperate. Finally, in [34] , we modeled the actions of peer nodes were modeled with a game in which users modify the amount of uplink bandwidth they allocate to the network [29] , [30] . Increasing uplink bandwidth resulted in improved reputation that, in turn, resulted in improved downloading performance.
IV. SUMMARY
In summary, we surveyed cumulative reputation frameworks as used by peer-to-peer overlay systems, especially to provide incentives for persistent contributive cooperation by the peer nodes. We formulated a normalized reputation model and proved, for a special case, that it ultimately revealed the nodes' propensities to cooperate under honest reporting, i.e., assuming rationally selfish but honest end-users. The paper concluded with a description of game theoretic models that employed these reputation systems. 7 where (5) allows division by g(R i (n − 1)) > 0 for the second equality. Thus, EXij (n) = E(E(Xij (n) | R(n − 1))) = E 1 − C 1 + C k, k =i ρ ik G(π k ,Ri(n − 1)) Xij (n − 1) .
Since
we can easily show that
This argument can be used successively to show
from which the theorem statement immediately follows.
